1. Adding Security to PDF Documents
1.1 To encrypt a file and create a recipient list

1.2 To Remove Security Setting from a Document

2. Digitally Signing PDF Documents
2.1 Signing Document
2.2 To check Information on a Certificate
2.3 To Create a New Signature Apperance

2.4 Clear or Remove Signature

2.5 To share your Digital Certificate

2.6 To Request a Certificate from another user



1.1 To encrypt a file and create a recipient list

1. From the Document menu, select Security and then Encrypt for Certain Identities Using Cer-
tificates.
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2.Select Digital ID to use to access the encrypted document.Then click OK.
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3. In the Identity Directories , click Browse for Certificates and select the certificate that
you want to add recipient list. Then Click Ok.
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4. When the document is saved, a gold pad lock will appear in the lower
left-hand corned of the PDF to show that it is encrypted.
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1.2 To Remove Security Setting from a
Document

1.Choose Document> Security> Display Restrictions and Security.
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2.From the Security Method menu choose No Security then click
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Document Assembly:  Allowed

Content Copying or Extraction: aAllowed
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Commenting: Allowed

Filling of form fields: aAllowed

Signing: Allowed

Creation of Template Pages: allowed
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(1) Do one of the following .

(a) Click Sign button from a Tasktool bar .Choose sign this document.Click Continue
Signing .
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Alert - Document Is Not Certified &)

ij You are about to apply the first Digital Signature to this document.

If you received this document from someane, it could have been altered without the authar's
conzent, Unless you receive this file from a trusted sender, you may not wish to sign it.

If you created this document, you may wish to apply a Certifying Signature instead of a
regular Digital Signature, If unauthorized changes are made to a Certified document the
Certifying Signature will be invalidated.
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(b) Choose File > Save as Document .Choose which action should be allowed for this
document and then click Next.
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Save as Certified Document - Choose Allowable Adctions

Please choose which actions should be allowed for this document. Unpermitted changes wil
invalidate the certification.

& Your settings will not take effect until you save and dose the document. Any additonal
changes you apply before dosing the document may invaldiate your certifying signature,

P Tl Y oy - Dizallow any changes to the document [

2. Select create a new signature field to sign. Click Next.

Sign Document

()

This document contains no signature fields that may be signed.
Would you like to:

{¥) Create a new signature field to sign

() Create a new invisible signature

[ Mext l’ Cancel

3.Click OK. And then click and drag to draw the area where you would like the Certification to
appear on your document.

Adobe Acrobat

£

signature to appear on your document, Once you finish dragging out the

i ] Using your mouse, dick and drag to draw the area where you would like the
desired area, you will be taken to the next step of the signing process,

[ ] Do not show this message again

4. Select Digital 1D or find your digital ID file to use to sign and then type password. Click OK.



Apply Digital Signature - Digital ID Selection

Please select a Digital ID to use to sign this document.
My Digital IDs

[ame Issuer Expires Default

2011.02.04 15:5...

Add Digital ID

Digital ID Selection Persistence

(%) Ask me which Digital ID to use next time
() Use this Digital ID until I dose the application
() Always uge this Digital ID
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Please select a Digital ID to use to sign this document,

Digital ID File: | operatingca.pfix v| | Find Your Digital D File... |

User Password: | | [ Mew Digital ID File. .. ]

[ OK l [ Cancel ]

5. Type comfirm password then select reason for sign this document. And click Sign
and Save then click Ok.

Apply Signature to Document E|

é To complete the signing process you must apply the Digital Signature to the document by saving
the document. In case you need to later make changes to the orginal, it is recommended that
you create a new signed copy of the document using 'Sign and Save As',
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Reason for Signing Document: {select or edit)
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Help ] [ Sign and Save As.., ] [ Sign and Save ] [ Cancel




1. Choose Advanced > Mangage My Digital ID > Trust Identities.
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2. From the Display menu ,choose Certificate .
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3. Select Certificate and then choose Edit .
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Certificate Atiributes (%]

Certificate Paolicy Statement
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Issuer: MET, Myanmar Infotech
valid: 2010/02/04 to 2011/02/04

Yersion 1 Attributes

Subject Distinguished Mame (DM): CM = operatingca, C = MM, L =Yangon, S = ...
Email Address: operatingca@myanmar.com,mm '
Issuer Distinguished Name (DM): CN =MET, C = MM, L =Ygn, 5 =Ygn, O =My...
Serial Mumber: 31333535303933343433

Mot Valid Before: 2010.02.04 00:00:00 2 bt
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If you want to include an image (eg. scanned image or company logo) in your signature
1. Choose Edit > Preferences > Select Digital Signature.Click New.
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When Verifying:
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Default Method for Verifying signatures:
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2. In the Configure Signature Appearance dialog box, type a title for signature apperances.When
you sign a document ,you select the signature by its title so use short title.



Configure Signature Appearance
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3. Select Import graphic and then click PDF File.
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4. Select picture dialog box , Click browse location a file( the file must be PDF file) and then

Click Ok.

File: | /C/Documents and Settings/Administrz

Browse, .. |

Sample

1 out of 1images

Ok
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5.Select any text item you want to appear with signature on document page. And then click OK.
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6. If you sign a document (See From Section 1.1,Step 1 to Step 4 ).In Step 5, you must choose
Show Option.

Apply Signature to Document %)

A To complete the signing process you must apply the Digital Signature to the document by saving
the document. In case you need to later make changes to the orginal, it is recommended that
you create a new signed copy of the document using 'Sign and Save As'.

Signature Details

Signing as operatingca. [ View Digital ID...

Confirm Password:

Reason for Signing Document: (select or edit)

<none = e

[ Show Options == ]

[ Help ] [ Sign and Save As... ] [ Sign and Save ] [ Cancel ]

7. From the Option menu choose Signature Appearance ,Location and your Contact
Information.Then Click Sign and Save.

Apply Signature to Documendt:

]

To complete the signing process you must apply the Digital Signature to the document by saving
the docurment. In case you need to later make changes to the orginal, it is recommended that
you create & new sianed copy of the document using 'Sign and Save As'.

Signature Details

Signing as operatingca. [ View Digital ID... ]

Confirm Password:

Reason for Signing Docurment: {select or edit)

| Cone > b

[ Hide Options << ]

Options

Signature Appearance:

|vca v| [ Edit. | [ mew.. |

Location, e.q. city name: {optonal)

| Yangon,Myanmar |

Your Contact Information, e.q. phone number: {optional)

||:|1-.552233 |

[ Help ] [ Sign and Save As... ] [ Sign and Save ] [ Cancel ]




Do one of the following
(1) To remove a signature , right-click the signature field and choose Clear Signature Field.

A :
operatingca

Digitally signed by operatingca
DN: CN = gpeftimana 2=
L = Yangon, §| 50 Sionsture Fikd
Myanmar, OU |
Date: 2010.03.
+06'30'

Clear Signature Field

Validate Signature

View Signed Version

Compare Signed Version to Current Version

Properties...

(2) Choose Document > Digital Signature > Clear All Signature Fields. And then click OK.
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1. For password-protected digital ID files, choose Advanced > Manage Digital IDs > MyDigital
ID Files > My Digital ID File Settings. If prompted, select your digital ID, type the password, and
click OK.

2. To verify your certificate information is correct, select the digital ID you want to share, click
Settings, and then click Show Certificate Details. Click Close and OK to return to the dialog box.

3. Selected the digital ID , click Export.

4. Do one of the following:
1. Select Email the Data to Someone, and click Next to send your digital 1D certificate to
another user. Specify the email address, click OK, and then send the message in your

email application, if necessary.

Data Exchange File - Export Options

E]]

You have chosen to export the following data;
My Certificates
Export Options
Select whether you want to save the data to a file or share it via email;

(%) Email the data to someone
() 5ave the data to a file

Next l [ Cancel

@ Email your public-key Certificate. Clicking the "‘Email’ button will transfer this
=~ message to your email client software.

Message

To: toetoewin@myantel.net.mm
Subject: Acrobat FDF Data Exchange File from nilaraye

Attached is an Acrobat FDF Data Exchange File from nilaraye. -~

The attached file contains a copy of a Certificate from nilaraye which
you can use to verify digital signatures and encrypt documents.
Opening this file will launch Adobe Acrobat or Adobe Reader and prompt
you to process the file,

To open and process the file attachment you need Adobe Acrobat 6.0
Professional or Standard, Adobe Reader 6.0, or later wersions.

Adobe, Acrobat and Adobe Reader are either registered trademarks or P

[ Email ] [ Cancel ]

2.Click Save the Data to a File, and click Next to save the digital 1D certificate in an FDF

file. Browse to specify a location for the certificate file, and click Save.



1. Choose Advanced > Manage Digital IDs > Trusted Identities.
2. Click Request Contact.

3. Type your name and email address. To allow other users to add your certificate to
their list of trusted identities, select Include my Certificates.

4. Select you want to email the request or save it as a file . You can send it later, and
then click Next.

5. Select the digital 1D file, type the password, and click OK. Select the digital 1D
file to use, and then click Select.

6. Do one of the following:

1. To send an email message, specify the email addresses, edit the message as
needed, andclick Email. You may need to switch to your email application to
finish sending the message.

2. To save the file, specify a location, and then click Save. You can later attach
this file to an email message.

7. After you receive the email message, open the attachment, and choose Set Contact
Trust.



